[bookmark: bookmark4][bookmark: bookmark5]CHAPTER-7

Computer
Viruses Concepts
	 My Learning Plan 
After completing this chapter, you will be able to:
Define computer virus and describe how computer viruses spread. Explain the different types of computer viruses.
List the symptoms of a computer virus infection.
Define antivirus software.
[bookmark: bookmark6][bookmark: bookmark7]Introduction
Computer virus is a program or piece of code that is loaded onto your compute without your knowledge and runs against your wishes. Viruses can also replicate themselves. All computer viruses are man-made. A simple virus can make a copy of itself over and over again is relatively easy to produce Even such a simple virus is dangerous because it will quickly use all available memory and bring the system to a halt. An even more dangerous type of virus is one capable of transmitting itself across networks and bypassing security systems. Since 1987, when a virus infected ARPANET, a large network used by the Defense Department and many universities, many antivirus programs have become available. These programs periodically check your computer system for the best-known types of viruses.

[bookmark: bookmark8][bookmark: bookmark9]How do Computer Viruses Spread
A computer virus is a program that spreads malicious code by	.
and infecting host computers. Many viruses attach themselves to legitimate executable files on a host computer that allow the virus o e o the user opens the file. A virus generally will be activated when 1 is ° into a computer's memory, and then it may continue to spread viral into a number of other programs and files stored on the host computer. computer's programs may still continue to work normally, but a so spread virus' code to other machines on the same network, or machines that use same storage devices.
Viruses can spread by using infected physical storage devices, such as pen drives and optical disks. They also spread by getting attached to e-mail messages or y downloading virus-infected files or software from the Internet.
[bookmark: bookmark10][bookmark: bookmark11]Types of Computer Viruses
Computer viruses are malicious software programs that damage computer program entering into the computer without the permission of the users, and also run against the wishes of the users. They are replicated by themselves. Viruses are very dangerous program can go on their activities automatically and can do a great loss of the users. There are different types of viruses due to the different mode of infection. Some of the most common types of viruses are:
[bookmark: bookmark12][bookmark: bookmark13]Boot sector viruses
Boot sector virus is a type of virus that infect the section of a disk that is first read by the computer. This type of virus infects the boot or master section of any disks that it comes in contact with. These viruses replace the boot record and move it to a different part of the hard disk, or simply overwrite it. Once you start your operating system, it loads into memory, along with the virus. Once the virus is in the memory, it is free to do whatever it is programmed to do. To avoid loading the boot record viruses into memory, you must boot your operating system from another source.
[bookmark: bookmark14][bookmark: bookmark15]Program viruses
Program virus is a type of virus that infects only executable files (with extensions like .BIN, .COM, .EXE,  .OVL, .DRV, and .SYS). Once executed, these programs load into memory, along with the virus contained within them. Once in the memory, the scenario repeats - the virus is free to act and infect other files or simply deliver its payload. These viruses are friendlier than boot viruses and can be removed easily. 

[bookmark: bookmark16][bookmark: bookmark17]Macro viruses
Macro viruses is a file containing a viral macro command. Microsoft office application are by far the most exploited environments. Programs like word and excel support user defined macros. Macro virus spread quickly, and some have random activation, giving the user variable chances for activation of the macros. Further, macro viruses are not platform specific-they infect both PC and Macintosh operating system.  


Polymorphic viruses
Polymorphic virus is a type of virus that creates copies of itself, with variations in each copy to fool a virus detection program and user. The variations are typically different encryption methods in the virus file copies, which makes it more difficult for a virus detection program to detect and remove a polymorphic virus from a computer.
Polymorphic infections are difficult for virus detection programs to clean because one polymorphic virus could have hundreds or thousands of variants. Developers that design the detection programs have to write extra lines of code in order to make the programs better at detecting the virus infections. Even the best antivirus programs have trouble with detecting and cleansing polymorphic infections, although antivirus programs with heuristic do have a better time at detecting these types of viruses.
[bookmark: bookmark18][bookmark: bookmark19]Parasitic Viruses
Parasitic virus is a type of virus that attach themselves to executable programs. When the programs are launched, the parasitic virus gets activated. The operating system assigns the same rights to the parasitic virus as the program to which it is attached because the operating system considers the virus as a part of the program. The rights assigned to a parasitic virus by the operating system enables the virus to replicate itself, damage data and applications on the computer. This virus, once activated slows down the processing of the computer and deletes any program that the user starts. An example of a parasitic virus is Jerusalem.
[bookmark: bookmark20][bookmark: bookmark21]Multipartite virus
Multipartite virus is a type of virus that combines characteristics of more than one type to infect both program files and system sectors. The virus may attack either level and proceed to infect the other once it has established itself. Hybrid viruses can be very difficult to eradicate and, unless completely eradicated, often reinfect the host system repeatedly.
[bookmark: bookmark22][bookmark: bookmark23]Stealth viruses
Stealth virus is a hidden computer virus that attacks operating system processes and averts typical anti-virus or anti-malware scans. Stealth viruses hide in files, partitions and boot sectors and are adept at deliberately avoiding detection. Stealth virus eradication requires advanced anti-virus software or a clean system reboot. Stealth viruses hide altered computer data and other harmful control functions in system memory and self-copy to undetectable computer areas, effectively tricking anti-virus software. In order to avoid detection, stealth viruses also self-modify in the following ways:
a. Code Modification: The stealth virus changes the code and virus signature of each infected file.
b. Encryption: The stealth virus encrypts data via simple encryption and uses a different encryption key for each infected file.
[bookmark: bookmark24][bookmark: bookmark25]E-Mail virus
E-mail virus is computer code sent to you as an e-mail note attachment which, if activated, will cause some unexpected and usually harmful effect, such as destroying certain files on your hard disk and causing the attachment to be remailed to everyone in your address book. The best two defenses against e-mail viruses for the individual user are:
a. A policy of never opening (for example, double-clicking on) an e-mail attachment unless you know who sent it and what the attachment contains, and
b. Installing and using anti-virus software to scan any attachment before you open it.
Business firewall servers also attempt, but not always successfully, to filter out e-mail that may carry a virus attachment.
The Melissa virus macro virus and the ILOVEYOU virus are among the most famous e-mail viruses.
[bookmark: bookmark26][bookmark: bookmark27]Symptoms of Computer Viruses
Some of the symptoms of infection are as follows.
a. The computer is running considerably slower than normal for no apparent reason.
b. The machine is crashing and restarting by itself after every few minutes.
c. The applications and the programs on the machine are not working correctly, or are not responding to any commands.
d. The machine is not responding in general, and everything is simply frozen.
e. There are error messages popping out on a regular basis.




Safe Computing Tips
Today, we are more dependent on computers and the information that they store are important than ever before. Any disruption can have a huge impact on our lives. Some of the safe computing tips that will help you protect your computer and ultimately the information stored on it are listed below.
a. [image: ]Install anti-virus software from a reputable vendor. Update it and use it regularly.
b. In addition to scanning for viruses on a regular basis, install an "on access" scanner (included in most anti-virus software packages) and configure it to start each time you start up your computer. This will protect your system by checking for viruses each time you run an executable file.
c. Use a virus scan before you open any new programs or files that may contain executable code. This includes packaged software that you buy from the store as well as any program you might download from the Internet.



d. If you are a member of an online community or chat room, be very careful about accepting files or clicking links that you find or that people send you within the community.
e. Make sure you back up your data (documents, bookmark files, important email messages, etc.) on disk so that in the event of a virus infection, you do not lose valuable work.
f. Update your Emergency Repair Disk as soon as you download any new virus signatures from the Internet.
[bookmark: bookmark28][bookmark: bookmark29]Antivirus Software
Anti-virus software is a program or set of programs that are designed to prevent, search for, detect, and remove software viruses, and other malicious software like worms, trojans, adware, and more. There are several different companies that build and offer anti-virus software and what each offers can vary but all perform some basic functions:
a. Scan specific files or directories for any malware or known malicious patterns.
b. Allow you to schedule scans to automatically run for you.
c. Allow you to initiate a scan of a specific file or of your computer, or of a CD or flash drive at any time.
d. Remove any malicious code detected-sometimes you will be notified of an infection and asked if you want to clean the file, other programs will automatically do this behind the scenes.


·                                                                                                                                                    A computer virus is a program or piece of code that is loaded onto your computer without your knowledge and runs against your wishes.Computer virus
Boot sector virus
Program virus
Macro virus
Polymorphic virus
A program or piece of code that is loaded onto your computer without your knowledge and runs against your wishes.
A type of virus that infects the section of a disk that is first read by the computer.
A type of virus that infects only executable files (with extensions like .BIN, .COM, .EXE, .OVL, .DRV, and .SYS).
A file containing a viral macro command. Microsoft office applications are by far the most exploited environments.
A type of virus that creates copies of itself, with variations in each copy to fool a virus detection program and user.

· A virus generally will be activated when it is loaded into a computer's memory, and then it may continue to spread its viral code into a number of other programs and files stored on the host computer.
· Viruses can spread by using infected physical storage devices, such as pen drives and optical disks.
· Boot sector viruses infect the section of a disk that is first read by the computer.
· Program viruses infect only executable files (with extensions like .BIN, .COM, .EXE, .OVL, .DRV, and .SYS).
· Macro virus is a file containing a viral macro command.
· A polymorphic virus is one that creates copies of itself, with variations in each copy to fool a virus detection program and user.
· A stealth virus is a hidden computer virus that attacks operating system processes and averts typical anti-virus or anti-malware scans.
· Multipartite virus is a fast-moving virus that uses file infectors or boot infectors to attack the boot sector and executable files simultaneously.
· Anti-virus software is a program or set of programs that are designed to prevent, search for, detect, and remove software viruses, and other malicious software like worms, trojans, adware, and more.
[bookmark: bookmark30][bookmark: bookmark31]Question Drill


Fill in the blanks.
[image: ]is a program or piece of code that is loaded onto your computer without your knowledge and runs against your wishes.
b. viruses infect the section of a disk that is first read by the computer.
c. [image: ]infect only executable files (with extensions like .BIN, .COM, .EXE, .0VL, .DRV, and SYS).
d.is a file containing a viral macro command. 
Eis a program or set of programs that are designed to prevent, search for, detect, and remove software viruses,






























2. State whether the following statements are true or false.
a. A worm is a special type of virus that can replicate itself and use memory, but cannot attach itself to other programs.
b. Viruses can spread by using infected physical storage devices, such as pen drives and optical disks.
c. Boot sector virus is one that creates copies of itself, with variations in each copy to fool a virus detection program and user.
d. Multipartite virus is a type of virus that combines characteristics of more than one type to infect both program files and system sectors.
e. Anti-virus software scan specific files or directories for any malware or known malicious patterns.
3. Write the technical term for the following statements:
a. A program or piece of code that is loaded onto your computer without your knowledge and runs against your wishes.
b. The virus that infects the section of a disk that is first read by the computer.
c. A type of virus that contains a viral macro command.
d. A type of virus that creates copies of itself, with variations in each copy to fool a virus detection program and user.
e. A program or set of programs that are designed to prevent, search for, detect, and remove software viruses, and other malicious software like worms, trojans, adware, and more.



A type of virus that infects the section of a disk that is first read by the computer.4. Match the following.
Program virus
Boot sector virus
Polymorphic virus
Multipartite virus
Macro virus

A virus that infect only executable files (with extensions like .BIN, .COM, .EXE, .OVL, .DRV, and .SYS).
A type of virus that contains a viral macro command.

A type of virus that creates copies of itself, with variations in each copy to fool a virus detection program and user.

A fast-moving virus that uses file infectors or boot infectors to attack the boot sector and executable files simultaneously.


5. Answer the following questions.
a. What is meant by computer virus? How does it differ from worm?
b. How do computer viruses spread? Explain in short.
c. What are the different types of computer viruses? List them.
d. What is a boot sector virus?
e. What is a program virus?
f. What is a macro virus?
g. What is parasitic virus?
h. List some symptoms of a virus infection.
i. What are the safe computing tips to avoid virus infection?
j. What is antivirus software? Give examples.
Challenge Question
Use an Internet search engine to search for "Latest Antivirus". Check out some of the sites and see if you can learn more about the antivirus.
[bookmark: _GoBack]Teacher could make students understand that computer virus is a malicious software programs that damage computer programs. Explain the cause of creating a computer virus. Ask the students to collect latest information regarding the damages done by latest computer viruses.
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