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Introduction
When Internet was developed, the founding fathers of Internet hardly had any inclination that Internet could transform itself into an all pervading revolution which could be misused for criminal activities and which required regulation. Today, there are many disturbing things happening in cyberspace. Due to the anonymous nature of the Internet, it is possible to engage into a variety of criminal activities with impunity and people with intelligence, have been grossly misusing this aspect of the Internet to perpetuate criminal activities in cyberspace. Cyberspace refers to the virtual computer world, and more specifically, is an electronic medium used to form a global computer network to facilitate online communication. It allows users to share information, interact, swap ideas, play games, engaged in discussions or social forums, conduct! business and create intuitive media, among many other activities.	I

[bookmark: bookmark8][bookmark: bookmark9]Cyber Crime
Cyber crime may be defined as any illegal act that involves a computer, computer system or computer network. Several types of crime are prevalent in the Web. Cybercrime ranges across a spectrum of activities. Some of the common cyber crime are software piracy, hacking, plagiarism, harassment, data diddling, identity theft, phising, and computer viruses.
Types of Cyber crime                                   Description
	Software piracy
	Software piracy is the stealing of legally protected software. Under copyright law, software piracy occurs when copyright protected software is copied, distributed, modified or sold.

	Hacking
	Hacking is unauthorized use of computer and network resources.

	Plagiarism
	Plagiarism is the act of taking another person's writing, conversation, song, or even idea and passing it off as your own. This includes information from web pages, books, songs, television shows, email messages, interviews, articles, artworks or any other medium.

	Data diddling
	Data diddling is the changing of data before or during entry into the computer system.

	Identity Theft
	Identity theft occurs when someone uses another person's personal information such as name, Social Security number, driver's license number, credit card number, or other identifying information to take on that person's identity in order to commit fraud or other crimes.

	














Phishing
	Phishing is a term used to describe a malicious individual or group of individuals scamming users by sending e-mails or creating web pages that are designed to collect an individual's online bank, credit card, or other login information.


















Cyber Law of Nepal
Cyber Law includes an ample variety of political and legal issues related to the Internet and other communications technology, including intellectual Property, privacy, freedom of expression, and jurisdiction. Proper cyber law must govern all the cyber activities. Nepal cannot be isolated from emerging technology and the problems raised by the technology.
Cyber law of Nepal commonly known as the Electronic Transaction and Digital Signature Act-Ordinance was enacted in Nepal in 2061 BS (2004). The cyber law in Nepal was formulated after making a thorough discussion of the IT Acts already implemented in other countries. It was formulated mainly to legalize the different trading activities through the global computer network and to give a boost to the e-goverance activities. It contains a strong provision of punishment against cyber crimes according to the nature of the crime. The different cyber crimes mentioned in the law include hacking, damage to computer source code, breach of privacy and faking digital signatures. As per the provisions of law, the government is fully authorized to punish cyber criminals - both an individual or an institution with imprisonment and fine.



The major objectives are:
a. This act provides legal recognition for transactions.
b. Other means of electronic communication, commonly referred to as "electronic commerce", involving the use of alternatives to paper-based methods of communication and storage of information.
c. This act facilitates electronic filing of documents with the Government agencies.
d. This act aims to provide for the legal framework so that legal sanctity is accorded to all electronic records and other activities carried out by electronic means.
e. This act has provisions regarding the definition, use and legality of entire gamut of electronic activities including digital signature, digital documents and so on.
f. The provisions under the Act in order to control and regulate the criminal activities apparent in Nepal's cyber environment.
g. The act also has provision governing network service providers, electron* transactions tribunal, electronic transactions appellate tribunal and computer-related crimes. Till now the administration has been boow cyber offenders under Public Security Act. However, this act has provisions dealing with specific crimes related with computer use
[bookmark: bookmark10][bookmark: bookmark11]Computer Ethics
Computer ethics deals with the procedures, values and practices that govern the process of consuming computing technology and its related disciplines without damaging or violating the moral values and beliefs of any individual, organization or entity. Computer ethics is a concept in ethics that addresses the ethical issues and constraints that arise from the use of computers, and how they can be mitigated or prevented.
The computer ethics institute in Washington DC, has proposed the ten commandments of computer ethics. They are:
a. Do not use a computer to harm other people.
b. Do not interfere with other people's computer work.
c. Do not copy or use proprietary software for which you have not paid.
d. Do not snoop around in other people's computer files.
e. Do not use a computer to steal.
f. Do not use a computer to bear false witness.
g. Do not use other people's computer resources without authorization or proper compensation.
i. Do not use other people's intellectual output.
j.   Always think about the social consequences of the program you are writing or the system you are designing.
k.  Always use a computer in ways that demonstrate consideration and respect for your fellow humans.
[bookmark: bookmark12][bookmark: bookmark13]Information and Communication Technology
ICT stands for Information and Communication Technology. It is fundamental in many ways as it makes learning much interesting especially for hard topics and bridges distances, for instance, the use of phones and email. ICT also breaks literacy barriers in communication, by use of radio and television. In addition, it provides access to information on jobs and internships and enables research and useful information sharing through the internet. It enables creation of employment opportunities and enhances interaction among peers over long distances. ICT creates entertainment opportunities through music, games, and video and also provides health information, especially on sensitive issues. ICT also brings about active learning, collaborative, creative, integrative and evaluative aspects to the education sector.
Some of the advantages of ICT are as follows.
[bookmark: bookmark14][bookmark: bookmark15]Globalization
True globalization has come about only via this automated system. The of one interdependent system helps us to share information and end linguistic barriers across the continents. The technology has made  communication cheaper and quicker. The wonders of text messages, email and auto-response backed by computer security applications, have opened up scope for communication.
[bookmark: bookmark16][bookmark: bookmark17]Cost-effective
Computerized, internet business processes have made many businesses to the Internet for increased productivity, greater profitability and clutter working conditions. It is mainly due to the ICT industry that business have been able to make their processes more streamlined, thereby becoming m0^ cost-effective and consequently more profitable.
[bookmark: bookmark18][bookmark: bookmark19]Communication
Quick and effective communication is vital to any business anywhere in the world. Information and Communication Technology gives business the tools, like email, video conferencing and SMS to communicate efficiently and effectively.
[bookmark: bookmark20][bookmark: bookmark21]Storing and Protecting Information
ICT provides a low-cost business options to store and maintain information that may be important from a business or service point of view. Virtual vaults and other such security systems not only store vital data but also allow control over the access to such information. ICT security systems will also protect virtual data from being hacked or wiped out in case of any technical failure.
[bookmark: bookmark22][bookmark: bookmark23]Creation of New Jobs
One of the biggest advantage of IT has been the creation of a whole new field opportunity for skilled personnel leading to new and interesting jobs. Hard and software developers, computer programmers, web designers, analyst, the list of new jobs created could go on. IT has also been attributed to be the major cause of surge in the economies of certain Third World nation too.




ICT Applications
ICT have become an essential part of modern human life. They have evolved in terms of increased computing power and decreased size. They have made human lives better and happier. There are many ICT uses in different fields of work. Engineers, architects, jewelers, and filmmakers all use ICTs to designed things. Teachers, writers, and most office workers use ICT for research, word processing and email.
In Education
ICTs have its dominant use in the education field which can significantly enhance performance in learning. The use of ICT can reduce the time that is spent on preparing teaching material. It can also reduce the administrative load of teaching and research. The use of multimedia projector and PowerPoint presentations has improved the quality of teaching. It has also helped the learning process.


[bookmark: bookmark28][bookmark: bookmark29]In Defence
ICTs are the main tools which help in developing missiles and other equipment in the deference system. Designing and the maintenance are possible only through computers. ICT builds the links between the soldiers and commanders through the satellite. Construction of weapons and controlling their function is not possible without the aid of computers. The list of the criminals and the records of the cops are maintained regularly in the system.
[bookmark: bookmark30][bookmark: bookmark31]In E-Commerce
Electronic mail is the revolutionary service offered by the computes. Video Conferencing is also another major advantage. Electronic shopping through online shopping added favor to purchaser and merchants. Electronic banking is now at your hand where every bank has online support for transaction of monetary issues. You can easily transfer your money anywhere even from your home.

[bookmark: bookmark34][bookmark: bookmark35]In Business and Corporate Stages
Every single information shared can be recorded by using computer. Official deals and the issues were made even through online. We use email system to exchange the information. It has wide uses in marketing, stock exchanges and bank. Even the departmental stores can't run effectively without computer.

In Health and Medicine
Most of the medical information can now digitized from the prescription to reports Computation in the field of medicine allows us to offer varied miraculous therapies to the patients. ECG's, radiotherapy wasn't possible without computers.
[bookmark: bookmark36][bookmark: bookmark37]In Transport system
With internet on computers we can know the details of the buses or trains or the flight available to our desired destination. The timings and even the updates on the delay can also be known through these computers. We can book our tickets through online. Staff of the transport system will keep a track of the passengers, trains or flight details, departure and arrival timings by using computers.
[bookmark: bookmark38][bookmark: bookmark39]In Marketing
An organization can use computers for marketing their products. Marketing applications provide information about the products to customers. Computer is also used to manage distribution system, advertising and selling activities. It can also be used in deciding pricing strategies. Companies can know more about their customers and their needs and requirements etc.
Software piracy
Hacking
Plagiarism
The stealing of legally protected software.
The practice of modifying the features of a system, in order to accomplish a goal outside of the creator's original purpose.
The act of taking another person's writing, conversation, song, or even idea and passing it off as your own.
The changing of data before or during entry into the computer system.















Data diddling




· Cyber crime, also called computer crime is the use of a computer as an instrument to further illegal ends, such as committing fraud, and intellectual property, stealing identities, or violating privacy.
·  Hacking is unauthorized use of computer and network resources.
·  Plagiarism is the act of taking another person's writing, conversation, song, or even idea and passing it off as your own.
· Data diddling is the changing of data before or during entry into the computer system.
· Cyber law of Nepal commonly known as the Electronic Transaction and Digital Signature Act-Ordinance was enacted in Nepal in 2061













        BS (2004).
· Computer ethics is a concept in ethics that addresses the ethical issues and constraints that arise from the use of computers, and how they can be mitigated or prevented.
· ICT creates entertainment opportunities through music, games, and video and also provides health information, especially on sensitive issues.
· Computerized, internet business processes have made many businesses turn to the Internet for increased productivity, greater profitability and clutter free working conditions.
·  Most of the medical information can now be digitized from the prescription to reports.

Question Drill

1. Fill in the blanks.
 a. is the use of a computer as an instrument to further illegal ends, such as committing fraud, and intellectual property, stealing identities, or violating privacy.
b. is the stealing of legally protected software.
c. is the practice of modifying the features of a system, in order to accomplish a goal outside of the creator's original purpose.
d. is the changing of data before or during entry into the computer system.
[image: ] is a concept in ethics that addresses the ethical issues and constraints that arise from the use of computers, and how they can be mitigated or prevented.

2. state whether the following statements are true or false.
a. Cyber law highlights the centrality of network computers in our lives, as well as the fragility of such seemingly solid facts as individual identity.
b. Plagiarism is the most popular form of hacking nowadays, especially in the field of computer security.
c. Hacking is the act of taking another person's writing, conversation, song, or even idea and passing it off as your own.
d. Computer virus is a program or piece of code that is loaded onto your
computer without your knowledge and runs against your wishes.
e. Cyber law of Nepal commonly known as the Electronic Transaction and I
Digital Signature Act-Ordinance was enacted in Nepal in 2061 BS (2004). 
3. Write the technical term for the following statements:
a. The use of a computer as an instrument to further illegal ends, such as committing fraud, and intellectual property, stealing identities, or violating privacy.
b. The act of taking another person s writing, conversation, song, or even idea and passing it off as your own.
C. The changing of data before or during entry into the computer system.
 d. A program or piece of code that is loaded onto your computer without you] knowledge and runs against your wishes.

The use of a computer as an instrument to further illegal ends, such as committing fraud, and intellectual property, stealing identities, or violating privacy.4. Match the following.
Software piracy
Cyber crime
Plagiarism
Data diddling
Hacking



The stealing of legally protected software.
The practice of modifying the features of a system, in order to accomplish a goal outside of the creator's original purpose.

The act of taking another person's writing, conversation, song, or even idea and passing it off as your own.


The changing of data before or during entry into the computer system.



5. Answer the following questions.
a. What is meant by cyber crime? What are the different types of cyber crime?
b. What is software piracy?
c. What is hacking?
d. What is cyber law? Explain its importance.
e. What are the main objectives of Cyber law of Nepal 2061 BS (2004)?
f. What is computer ethics? List ten commandments of computer ethics.
g. What is information and communication technology?
Challenge Question
Try to locate some published material that is not protected by copyright. Explain how you know that.
[bookmark: _GoBack]Teacher could make students understand that information technology is the basic tool of communication. Explain the various criminal activities done using the computer. Also explain the cyber law of Nepal and its importance in our country. 
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